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ldentity: who a person is, or the qualities of
a person or group that make them different

from others.

Source: Cambridge Dictionary
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ldentity Evolution




Notional Accuracy

touch mode

A biometric is a characteristic defined as “a measurable
biological (anatomical and physiological) or behavioral
characteristic that can be used for automated recognition.”

- NSTC Subcommittee on Biometrics and Identity

Management

Accuracy and Capture Distance

are use-case drivers

Non-cooperative or
at-a-distance,mode

|Benavisraicemponentt  Notional Range/Distance

Slide concept Adopted from 2008 SABER study and
Human ID at a distance, Jonathon Phillips, NIST
(comments & notional placement of DNA—N. Orlans)
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Mid-19th century in India

 British magistrate, Sir William Herschel mandated that contracts be “signed” by a handprint
AND a signature

« Evolved from a full handprint to the prints of two fingers only

 In the course of observing many contracts, Herschel came to believe that fingerprints were
unique to individuals

1880s in France
* Recidivists previously identified by name alone

» Alphonse Bertillon created a system of criminal identification called “anthropometry”
or “Bertillonage”

» Bertillon added the concept of body measurements along with photographs
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Biometric Applications

Governmgnt / Border Finance Intel/ Intel/
Commercial / Immigration Industr Sigint Defense/
Consumer Apps gl y 9 HLS
\ v A \
fingerprint | hand { | [ |
palmprint face o ge;%rg::ry speaker  signature  keystroke mouse : it
pores recognition Irns recognition recognition  dynamics  dynamics tapping gal

retina vein pulse  skin spectrum  dental ear shape lips fingernail DNA scent

Access ) .- ) ) Hez;llth/
Control PrLljvate Ch?Ck' Forensics Healthcare/ Security
se points Forensics
(rare) Apps

QB0 identity Matters

ibia.org

8



« Unique

 Permanent

 Easyto use

« Appropriate to the application
* Fast

« Accurate

* Low cost

« Non-intrusive

« Good public acceptance
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What Makes a Good Biometric?

Enrollment:

Present
. el Capture B Process
b|0metr|c p - Stre

_ Compare
Matching:
Present ‘
biometric— _' Process
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Verification (one-to-one — 1:1)
— Matching against a single record
— Answers “Is this person who they claim to be?”
— Often used for logical or physical access control
— Often used for border security
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Identification (one-to-many, or “one to N” — 1:N)
— Searching all “N” records in the database
— Answers “Do we have a record of this person?”
— Often used for forensic investigations
— Also used for border control
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Biometric Application Examples

Commercial & Consumer
— Access to facilities and information systems
— Financial transactions
— Healthcare identification
— Mobility
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Civil Government
— Investigations, background checks
— Forensic analysis of evidence and crime scenes
— Border and immigration control
— Entitlement benefit eligibility screening and verification
— Voter verification
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Defense and Intelligence

— ldentifying Blue Force (our people), Red Force (the enemy), Green Force (allies)
and Gray Force (the unknown local populace)

— Forensic analysis of IED fragments
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Friction Ridge Biometrics

» Refers to systems that can
identify the unique patterns of
fingerprints, toe prints,
footprints, and palm prints

 Friction ridges are raised
layers of skin, formed in the
womb, with openings for sweat
glands, found on the hands
and feet
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Friction Ridge Biometrics

e Can be:

hair shaft

— Inked, printed, and scanned

sweat pore

dermal papilla
§ ¥ Meissner's corpuscle
. “re 7] " E N (tactile corpuscle)
- EIeCtronlca”y ||Ve-Scanned stratum comeum\"_
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Facial Biometrics

« Systems that use algorithms to
identify a specific individual in a digital

image by analyzing and comparing:

— Facial features/landmarks, such as
relative position, size, and/or shape of
the eyes, nose, cheekbones, and jaw

— Unique lines, patterns, and spots
apparent in a person’s skin

— Images captured in visible light or
multi-spectral
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Facial Biometrics

« Works with 2- and 3-dimensional data
* Enables:

— Face detection
— Face tracking (in video streams)

— Anonymous facial analysis (gender,
age, expressions)

— Face recognition
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Systems that use algorithms to identify a specific
individual in eye images by analyzing and
comparing:
— Iris features, captured in infrared images
— Ocular vascular patterns, captured in visible
light images
— Scleral vascular patterns
— Retinal patterns (very uncommon)

— Subset of vascular pattern biometrics
including finger and palm

— Periocular features
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Voice Biometrics

« Systems that statistically model
the speech of an individual so that
subsequent instances of that .
speech can be verified or gy
identified

— Based on the unlque Shape Of ﬁ]lllHIIIHIIIIIHIIIIHIIIIIIIHIIIHHIHHIIIHIIIIIHIIIIHHII
the vocal tract of each person &5

Theoat, tongue, teeth, and lipz

— Requires audio samples to enroll Model of

_ vocal tract
 May be captured live, from a

phone conversation, or recorded
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Laryngophanyti:
GEMS placement area
Thyroid cartilage
Yocal fold
Transverse arytenaid muscle
Cricoid cartilage
Trachea,
Esophagus
Esophageal muscles
Thyroid gland
Investing layer of (deep) cenvical fascia
Pretracheal fascia
Suprasternal space:
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DNA Biometrics

* DNA biometrics
depends on a few
(e.g. 13) short tandem
repeat sequences within
the genome to achieve
very high discrimination

* Only biometric that
allows inference of
family relationships
(other than perhaps
face...)
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Typical Human Cell

Structure Of interest for general

DNA fingerprinting
Smooh ; oy PR— using traits of both
: parents
 Golg Complex

/ i ™ I ‘::;;'/"
Contains DNA \

fragments only from
the mother’s side,

IS more resistant to
decomposition

e+ Y-chromosome

analysis looks at
characteristics
passed only by
the father’s side
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OBDD international
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For more information please visit
our website: ibia.org

Or visit: biometrics.gov



